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ABSTRACT

This paper presents an overview of Intelligent Video workently under development at the GE Global Research Center
and other research institutes. The image formation prdsegiscussed in terms of illumination, methods for automati
camera calibration and lessons learned from machine vigiorariety of approaches for person detection are presented
Crowd segmentation methods enabling the tracking of iddizis through dense environments such as retail and mass
transit sites are discussed. It is shown how signature ggaprbased on gross appearance can be used to reacquats targ
as they leave and enter disjoint elds of view. Camera calilbon information is used to further constrain the detectio
of people and to synthesize a top-view, which fuses all cam@ws into a composite representation. It is shown how
site-wide tracking can be performed in this uni ed frametwoHuman faces are an important feature as both a biometric
identi er and as a method for determining the focus of aitenvia head pose estimation. It is shown how automatic pan-
tilt-zoom control; active shape/appearance models andragsolution methods can be used to enhance the face eaptur
and analysis problem. A discussion of additional featuhas tan be used for inferring intent is given. These include
body-part motion cues and physiological phenomena sudteamtl images of the face.

Keywords: intelligent video, surveillance, camera calibration,quer detection, crowd segmentation, site-wide tracking,
person reidenti cation, face modeling, face super-resoity deception detection

1. INTRODUCTION

Increasingly, large networks of surveillance cameras amg@yed to monitor public and private facilities. This ciowibus
collection of imagery has the potential for tremendous iotman public safety and security. Unfortunately, this peten
tial is often unrealized since manual monitoring of growmgmbers of video feeds is not feasible. As a consequence,
surveillance video is mostly stored without being viewed @only used for data-mining and forensic needs. However,
the ability to perform computer-based video analytics iw fi@coming possible, enabling a proactive approach where
security personnel can be continually appraised of who witenwhere they are, and what they are doing. Under this new
paradigm, a signi cantly higher level of security can be iggld through the increased productivity of security ofee

The ultimate goal of intelligent video for security and sit\ance is to automatically detect events and situations
that require the attention of security personnel. Augnmgnsiecurity staff with automatic processing will incredseirt
ef ciency and effectiveness. This is a dif cult problem sim events of interest are complicated and diverse.

In this paper we present an overview of work we have done farity of intelligent video applications. A compre-
hensive solution for automatic surveillance will use thasd other components. Because of the dif culty of the proble
individual components, such as person detection, trackeaagquisition, biometric identi cation, and behavior daing
each have strengths and weaknesses in different situafiordevelop large scale solutions to automatic surveitaoar
approach is to combine a complementary set of algorithmsansystem that utilizes the strengths of each component
and balances their weaknesses. This will ultimately praecurity personnel with the high-level information tHagyt
require.

Automatic monitoring of people and interpretation theiti@ts from surveillance imagery is a challenging task for
many reasons. The range of appearance of objects such ake peapvehicles is large. These objects can occlude

Further author information: (Send correspondence to P.H.T.)
P.H.T.: E-mail: tu@research.ge.com, Telephone: 1 518 387 5838
K.G.H.: E-mail: harding@research.ge.com, Telephone: 1 51&827



one another and they exist in highly dynamic environmentswéver, before these issues can be addressed, the image
formation process itself must be understood. In Sectiondiseussion of various aspects of illumination and its affec

on site observations is given along with a discussion oflesdearned from the eld of machine vision for automated
inspection. The next step is to understand the geometi@ioakhips between the camera and the physical site. This
is de ned in terms of calibration information, which is cooged of camera position, orientation and focal length. In
Section 3, an automatic approach to camera calibratiovéngi

Once the image formation process is understood, the tasétettihg certain objects of interest can be considered. In
this paper, we focus on the problem of detecting individuBscently there has been a wide variety of person detection
mechanisms reported in the literature. We assert that astaygtem cannot rely on a single approach to this problem.
In Section 4, methods based on geometric constraints, madbarning, interest operators and assemblies of parts are
presented. As site complexity increases, we cannot expettserve individuals in isolation. In Section 5, a discoissif
a global approach to crowd segmentation is provided.

Given effective person detection, the tracking of indidtiuover time can be achieved. Using camera calibration in-
formation, constraints based on person kinematics cantimalfy employed and observations from different camegas ¢
be fused into a single one-world-view enabling site-wideking of individuals (see Section 6). However, compreivens
camera coverage may not always be available, hence permscauisition strategies based on general appearance must be
developed (see Section 7).

Going beyond the tracking of individuals, an important aspésite security is the determination of individual idignt
Standard choke-point access control mechanisms are naysf@asible. Hence, biometrics at a distance methods raust b
developed. One of the few biometrics suitable for this tasiace recognition. However, it is well known that the qualit
of the captured facial imagery has a large impact on facegrétion performance. In Section 8, methods for the optimal
capture and processing of facial imagery at a distance asepted.

The ability to determine individual intent will have a majorpact on proactive site surveillance. The observable cues
that can be used to address this nascent task include gamatest, facial expression, articulated motion and phiggjizal
measurements such as thermal gradient measures of thé®fteds regarding these types of measurements are prdsente
in Section 9. This paper concludes with a discussion of hasetand similar technologies can become the corner stone
for our Homeland Protection strategies.

2. ENVIRONMENTAL CONDITIONS
2.1. Site lllumination

The desire today is to deploy video analytics in a wide rarigéwations and environments, ranging from crowded sulsway
to open-air environments, but this diversity presents umichallenges to intelligent video on many levels. It is imgot
to understand the image acquisition process and the lgktination issues to address these challenges.

The light level in most of ces is on the order of 5 times gredtean what might be experienced in a more industrial
setting or a subway station. But even the of ce environmemtark compared to outdoor lighting on even an overcast day,
which can be more than an order of magnitude above indoarlighls. Direct sunlight coming in a window can be up to
three orders of magnitude (1000) times brighter than tymcor lighting alone- Moreover, the very nature of how many
public areas are lit, using skylights, large oor to ceilimgndows, and indirect overhead lights poses many challenge

Direct sunlight can create shadows that may hide or enhaertairc features, whereas diffuse light from a cloudy sky
can make skin that is wrinkled look smooth. Light re ectedrfr a nearby object can put a feature on a face that is not
there at all, perhaps a thin line of bright glare that apptmlse a scar. People are adept at interpreting these pheapmen
the same is not always true for machines.

2.2. Lessons from Machine Vision and Industrial Inspection

We have seen this difference in human versus video perceipttbe application of machine vision technology to indiastr
inspection problem$.In that situation, we attempt to control the lighting, usa@w angle directional light to bring out
surface pitting or machining marks, or a diffuse in-linentigo make surface irregularities disappear so that we azatdo
a hole on the surface. We have developed a whole sciencecacoeating the right lighting in machine visidri to make
the analysis of the image data as simple as possible. Unfately, such methods are rarely practical in security 8adnoa.
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Figure 1. Autocalibration. A visualization of our camera autocalibration approach. Based on degemstuhtracking observations of
people, the system can calibrate itself automatically, which enables the estim&®® scene properties such as target size, target
velocity, and distance between individuals. Furthermore it improvesdtfermnance of tracking and crowd segmentation algorithms.

Some control over direct sunlight can (and should) be imgpdgemeans of curtains, baf es (portable walls), and the
like in some situations such as security check points. Hewev person with a shiny plastic bag or raincoat might still
direct glare in directions not expected. Early problemsentered in machine vision include the change in the angle of
sunlight at different seasons as well as the presence ofenatmp or inspector wearing a white lab coat. Our eyes are so
indifferent to changes in light levels and local hot spotist we do not even see these variations. But a video camera ca
be overwhelmed by a four-fold increase in light, and proicgsalgorithms may be deceived by a well de ned shadow.

One method that has been explored by both the industriadatigm area as well as some security applications is the
use of some degree of three-dimensional data. In indugtspection, the prominent method to obtain 3D data is to use
some form of structured ligiit:1° Light is projected on a part, often in the form of parallelinof bright and dark areas.
Viewing these lines on the part from some other angle alltvaise of triangulation on the perceived shape of the lines to
infer the shape of the surface. This structured light apgraaay be usable in some security situation working in the nea
IR region of the spectrum where people would not see it. Bugmtise, highly controlled structured light may again be
dif cult to use in the wider application of intelligent videapplications. Alternatively, the shape-frofmapproaches, such
as’! can be employed in a passive manner given suf cient geomktiowledge of the imaging conditions.

3. CAMERA CALIBRATION

In order to apply intelligent video processing over a largection of cameras, the cameras must be calibrated. The
process of camera calibration in general refers to the atitim of a camera’s internal (e.g., focal length, aspedo rat
principal point) and external (e.g., location, orientajiparameters. In the context of visual surveillance anderdn
extraction from video, knowledge about a camera's inteamal external parameters is useful, as it allows a connection
between image and world measurements to be establiéh®a.enable convenient calibration, we recently developed a
very powerful and robust autocalibration approgct that uses observations of people to perform the calibration

Camera calibration in general is a challenging task to perfas it either requires direct access to the sensor or
extensive knowledge of the scene geométry’ In contrast, camera autocalibration approathiéexchange knowledge
about scene geometry for knowledge of the camera motionemi sgscene content. There is also an array of intermediate
methods:1~?#and it is in this category that our approach falls. The achgabf our method over existing work is that it is
based on a Bayesian analysis of foot and head location measeuts extracted from detections and tracks of people (see
Figure 1). Through Bayesian analysis and the use of the tigatiscovered foot to head homology parameterization of
the problem, our approach is able to tackle large amountsisérand errors in the measurements while still being able to
obtain accurate calibration estimates.



4. PERSON DETECTION

In surveillance applications we are primarily concernethwmonitoring people as they move about a site, so detecfion o
people in video streams is of primary importance for an ligteht video surveillance system. As discussed in Sectjon 2
automated image analysis is a dif cult problem, and detecfieople in images is no exception. The appearance of people
in unconstrained images varies greatly: people appeaffereit poses, they are often partially occluded, the iights
different, etc. A number of approaches for person detedtave been proposed in the literature, and we will outlineesom
of them below.

4.1. Background subtraction

Background subtractid? is the most commonly used approach for object detection whewvideo camera is static.

In this approach, the system builds a model (called the lrackgl model) of what the scene looks like, and whenever a
pixel does not match this model, it is agged as foregrounelghging to some object). The background model could be
as simple as a static image of the scene when it is known teed Hre no people around. Practical solutions, however, use
more complex models, and update them over time to allow foatrans in the scene due to lighting, etc. The foreground
pixels so detected form groups of “pixel blobs” correspogdio foreground objects, which may be people, other ohjects
or noise?® Further analysis using size, aspect ratio, etc., classheslobs into person or non-person.

When the camera is calibrated, the scene geometry can alsedérudetecting people from the foreground pixels. In
one approack’? we enumerate all possible person locations consistenttivitiyeometry, and classify as a person those
locations with suf cient support from the foreground pigelHere, the scene geometry severely constrains the size and
locations of putative windows containing a person, allaptine algorithm to run in real-time.

4.2. Motion segmentation

When the background pixels are constantly changing, it isudifto maintain a good background model to apply back-
ground subtraction. This occurs, for example, when the caisanounted on a moving platform, or when the background
is extremely dynamic, such as in a traf ¢ scene. The most comapproach in this case is frame differencifg! Here,

one takes two video frames that are separated by some xezl(time second, for example), compensates for the overall
camera motion using frame-to-frame registration, andraots the two frames. The idea is that the non-moving pixels i
the two frame pixels will cancel each other out (because ®fcimera motion compensation), and thus large differences
correspond to moving objects, which can be agged as fonagpigpixels. However, the foreground pixels from frame
differencing are far noisier than those from backgroundrsigtion. For example, with frame differencing often orthgt
leading and trailing edge of an object is detected; and theze'ghost” pixels and objects. Compared to background
subtraction, frame differencing requires far more complealysis to obtain reasonable detectigfher requires support
from higher-level processés.

A different approach to motion segmentation is to deteetrégt points on a frame and track those points across frames,
thus computing temporal trajectories for the points. Thacept is that interest points that fall on a single object alve
similar trajectories, and so that grouping the trajectosiegments and groups the interest points into differeeotd® >

4.3. Single image person detection

Instead of relying on temporal cues, one can also attempitectpeople in a single image. This is far more dif cult and
computationally intensive, since it requires strong mediscribing how people appear in images. One advantagelof su
algorithms is that they tend to be easier to tune to a paaiic@dene, and are generally more robust to the changes io-the s
called nuisance parameters (lighting, color of clothingj ao on). The fact that this class of algorithms does nottiyre
utilize temporal information can be an advantage: the élyois can be directly applied to moving platforms, pan-tilt
zoom cameras, and highly dynamic scenes, without complaletimy of camera motion and pixel variation. Furthermore,
it is relatively easy to add temporal consistency checkprof the detection algorithms. For example, one could ensur
that if there is a detection on one frame, a detection alsarsdn roughly the same place on the next frame.

The single image detection approaches can be categoriedwin broad groups: monolithic detection, where the
entire person is detected; and parts-based detectiongwhempresence of a person is inferred by detecting constitue
parts.



4.3.1. Monolithic detection

Broadly, the goal of monolithic detection is to analyze tipee[s in a window occupied by a person to generate a feature
vector which is different from that which would be generated the pixels not been occupied by a person. To be invariant
to many of the nuisance parameters, these features try twlertbe overall shape of the object within a hypothesized
detection window. The feature space is designed to be riciginthat the feature vectors generated by a detection
window containing a person (in any acceptable pose) isrdiffeenough from those generated by a detection window
not containing a person, that a classi er can then be tratoedistinguish person from non-person. Detecting people is
achieved by iterating over all possible detection windaesting for the presence or absence of a person.

Some speci ¢ approaches to monolithic person detectioluiteematching silhouette templates to image eéfyasd
using dynamic point distribution model$ A recent, highly successful approdéias been to use histogram of gradients
(HoG) over the detection window to generate the featuresspaw use a Support Vector MachiigSVM) to classify the
features. HoG features and a cascade of classi ers has atoused to obtain real-time person detection with exdellen
detection performanc®.

4.3.2. Parts-based detection

In contrast to monolithic detection, parts-based detactises a set of detectors, with each detector being tuned to a
particular body part! This implies a detector for heads, for torsos, for arms, anohs The idea is that although the body
as a whole has a large number of poses, each individual pafahdwer valid poses. For example, the torso could be
described by a rectangular blob regardless of whether thempés standing, running, jumping, bending over, and so on.
Each part detector is simpler and more robust than a wholg tet@ctor because of the reduced variation.

Given a set of body part detectors, a constellation modaedagsgthe constraints between the locations of these parts.
For example, the legs generally appear below the torso, diubo far below. The constellation model is often a proba-
bilistic model to allow for noise in the image and errors ie fhart detectors. The model parameters are learned from a
set of training images containing people in various posé® fderson detection process is then based on running the part
detectors over the whole image, and using the constellatiotel to evaluate which subset of detections are in a con g-
uration that could reasonably arise from a single personadwantage of the parts-based approach over the monolithic
detection is that it can be more robust to partial occlusipnavided the high-level constellation model is able tcsoea
about occlusions and missing parts.

Instead of developing speci ¢ detectors for the variousstitnent parts, an alternative is to also learn the d3rts.
The concept here is to run a series of interest operators)emnd where they tend to re relative to the center of a
detection window. This is used to estimate both the proltatwf a particular operator appearing at a particular |lmrat
when there is a person in the detection window, and the pilityatif it appearing when a person is not in the detection
window. By combining these probabilities for multiple inést points, one can derive a probability that a person ikén t
detection window and a probability that a person is not indéeection window. A thresholded likelihood ratio of these
two probabilities is then a person detector.

4.3.3. Machine learning

Both monolithic and parts-based detection rely heavilyearhing the parameters of the classi ers that provide the de
tections. There is a large body of work on machine learnimgcémputer visiorf24* and much of it has been applied

to person detection, and more generally, to object detectBmme of the more common approaches are: support vector
machines, neural networks, cascaded classi ers, and AoistBo

Support vector machines are the basis for an approach te asign-linear classi cation problems by lifting the feaur
vectors into a higher-dimensional space such that theidasisn in the new space is linear. The approach is so-named
because the feature vectors along the boundary are thedgwgetors” that are used to de ne the boundary; the classi
is de ned entirely by the support vectors and the lifting tion.

Neural networks attempt to approximate the classi cationction through a series of layers, where the output of each
node in a given layer is a non-linear function applied to aglvesd sum of the nodes in the previous layer. Neural networks
have been successfully applied to a variety of problems.ri&i@ dif culty in neural networks is in choosing the number
of layers and the number of nodes in each layer.
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Figure 2. Image Features, Groupings, and SegmentationThe feature extraction, the set of possible groupings, and segmentation
results are shown for one example image. A standard probabilistic lmasid)model was used to segment the image foreground. The
set of image features illustrates that each feature is labeled as beinda Hige or bottom of a person. The set of groupings illustrates
that there may be a large set of possible groupings. The segmentatioa Bght shows the nal segmentation.

A cascade of classi ers is a binary tree of classi ers sudcdt #ach lower-level node improves upon the decision made
on the path above it. The tree is often not balanced, giviegattility to quickly reject false hypothesis at the highdev
nodes.

A cascade combines classi ers using only their decisiohs:decision output of the classi er at each node is used to
follow one of the two paths. In contrast, AdaBoost is a teghaifor combining directly the responses of multiple weak
classi ers into a single, strong classi er. The strong slieex response is a weighted combination of the weak classi
responses that gives the best classi cation rate. The AdaBalgorithm (“boosting”) is an ef cient way of determirgn
these weights by considering the relative strengths of oeakvwelassi er over another. Unlike a cascade, each weak
classi er output is used every time to generate the stroagstler output.

5. CROWD SEGMENTATION

Although sophisticated person detectors such those prelyialescribed have been developed, they usually assurme tha
people are well separated. A segmentation of the scenendigiduals must be performed so that crowd activity can be
characterized and disorderly events identi ed. Previowsks such & have used mechanisms such as head detectors
to segment crowds, but these approaches tend to fail whefiedhares cannot be directly observed. Another approach is
to perform local feature grouping. Two examples of this rodtare Song et df and Mikolajczyk et af! Since these
methods do not consider all the data simultaneously, difies can occur when there is high ambiguity associated with
the local context, such as in the center of dense crowds hisordason, a global optimization may be desirable. Elgdmma
et al*” assumed prior knowledge regarding the number of peoplehaidappearance, and used exhaustive local search to
nd the solution. Zhao et at® made no assumptions about the people in the scene, and uskov\&hain Monte Carlo
(MCMC), a form of random search, to perform their optimimatia process that is computationally expensive and sensiti

to initialization. In our approacf®->° crowd segmentation is achieved using a variant of Expectatlaximization. The
approach is ef cient, insensitive to initialization, anelquires no prior knowledge regarding the number of peopthen
scene. It operates in real-time in xed camera CCTV surgeite systems.

Our crowd segmentation algorithm starts with a set of segedeforeground patches de ned by the silhouette of the
crowd. For each foreground patch, a set of local image feathiased on the outline of the silhouette are extracted. An
accurate segmentation of individuals is achieved by grayiie image features corresponding to each individual. The
rst step in this process is to hypothesize all possible gings, using knowledge of the camera geometry and the patent
shape of people facilitates as constraints. Initially, 'egiimage feature may be assigned to multiple groupings. An
algorithm based on expectation maximization (EM) is useddahe optimal assignment of each image feature to at most



Figure 3. Challenges.Varying scale, clutter, shadows, as well as partial occlusion make éxeseples particularly challenging. Note
that the algorithm generates plausible results.

one grouping. The nal segmentation is based on the grogihgt have a signi cant number of assignments. Figure 2
illustrates this process and Figure 3 shows a number of eearagults.

6. SITE-WIDE TRACKING

Now that we have established methods for jointly calibgtinset of cameras, and can detect persons in video, our next
step is person tracking. In this section we will describelihsic problem of person tracking, and approaches that we and
others have developed to solve this problem. For now, wefadlis on tracking a person who is continuously visible
through a set of networked cameras. In the next section welisduss an approach to handle gaps in coverage.

Many tracking systems, most notably template based appesaseparate the tracking problem into two tasks: track
initialization followed by a track update step that involeeal search in the prediction gate of the tracks. In cotitraany
traditional tracking systems outside of the computer vissommunity, due to the nature of the sensors used, separate
the tracking problem into three steps: detection, datacéstson and track state update. In such approaches, tradis o
utilize the data that is associated to them to update thigirmal state. The robust detection of targets is necessasyth
traditional tracking approaches to succeed. The recemress in the real-time detection of fageand peoplé® as well
as the robust detection of people in crowded scErffs®have facilitated the use of such traditional tracking apphes.
One such system is outlined #hwhere a fast person and object detection algorithm supaliescking module with a list
of detections at every frame. The detections contain in&ion about the class of the target (e.g., 'person’, 'objett.),
its location and location uncertainty in the image. In additthe detector provides suf cient information to (i) peot the
location information onto the ground plane and (ii) to remowmformation about the physical height and width of tasget
An approach to do this is outlined #i,where a person detector supplies bounding boxes for peopleiimage, based
on which foot and head location estimates are obtained.ififiemation, in conjunction with the metric projection miat
of the camera can be used to project the location onto thengrplane as well as to obtain the physical dimensions for
each detection. This approach works well when people octisolation, but breaks down in situations where people
occur in groups or are only partially visible in the imagedda the image borders). This is a major challenge for many
practical applications. Hence, in the approach outlinéd detections are projected into the ground plane and supplied
to a centralized tracker that processes the locations eéthetections from one or more camera views. At this stage the
tracking of extended targets in the imagery has been redodeacking 2D point locations in the ground plane, which can
be performed very ef ciently. Detections are processedhgyfollowing stages:

Track Prediction - The location for each track is predicted forward in timeading to its current state and its
dynamical model. The time stamp of the currently processsdation batch determines how far forward in time the
prediction is performed.

Data Association- Each track in the set of currently active tracks is assigo@tl most one detection using the Munkres
algorithm®? The distance between tracks and detections is measuregithsiMahalanobis distance where the covariance
given by the sum of the current track gate, the uncertainth@fletection and a base uncertainty. The Munkres algorithm
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Figure 4. Tracker. Example of a tracking system tracking multiple targets from multiple viewsr@tp The right images show virtual
top-down views of the site activity.

obtains the optimal assignment between tracks and detsatioder this distance measure. Tracks that are too far away
from their assigned detections are considered to be narciassd. The success of this general nearest neighboragpro

to tracking® depends on the performance of the detector and the clutibapility. More sophisticated approaches such
JPDAF or MHT can also be utilized.

Track Update - After association, tracks are updated according to ttssiigaed observations. If a track was assigned
to any observation, the update step is performed with aalidbservation that has in nite uncertainty, amounting to a
update that does not correct the predicted location bueasms the uncertainty of the state estimate. Track stages ar
maintained using extended Kalman Iters with suitable dyinzal models (e.g., a constant velocity turn model desdribe
in53).

Track Maintenance - Tracks are marked for deletion if the state uncertaintyobees too large, if the track goes out
of view (of the entire camera network) or if it has not beeroaiged with a detection within a certain time window. Upon
deletion, a determination is made as to whether the traclavfalse alarm, based on several criteria involving theififet
of the track and its motion pattern.

Track Formation - Each detection that is not associated with an existingtieads to the formation of a new track
if its spatial dimensions (height, width) passes a numbeesit designed to limit the number of spurious tracks that ar
created. Steps are in place for detecting and patching tglhoghe foreground image, created by targets that have bee
assimilated or initialized into the background.

The above described tracking system constitutes a geretlatiearest neighbor track¥rlt is computationally very
ef cient and hence suited for tracking a large number of éésgn many camera views simultaneously. If accurate and
persistent target tracking (even in dense groups and choiwdiesired, more sophisticated and computationally more
expensive approaches such as JPBARMHT®® or Bayesian multi-target track@fscan be employed.

Figure 4 shows the tracker in operation on sequence S1 ofEM&R006 dataset. The tracker deals well with isolated
targets as well as with crowds. It should be stressed that@igability of multiple calibrated camera views helpsagte
in constraining the target tracking process in this work.



7. PERSON REIDENTIFICATION

In the previous section we considered the problem of persakihg when the subject is continuously within the coverag
region of a network of cameras. When subjects move in and dbeafoverage region, or move between camera coverage
regions we will generate disconnected tracks. In this seatie consider the person reacquisition problem, whichlisko
those disconnected tracks based on the appearance of fhetsub

Many applications require the ability to reidentify an widual across multiple disjoint elds of view. Among the
approaches that use passive biometrics such a8’fand gait?® here we focus on reidenti cation algorithms that rely
on the overall appearance of the individual. An appeardased algorithm must deal with several challenges such as:
different camera angles and illumination conditions, ation in pose and the rapidly changing appearance of loose or
wrinkled clothing. However, we make the standard assumptiat individuals do not change their clothing between
sightings. This is reasonable for many applications suckirasrt and subway surveillance. In such scenarios, teatpor
reasoning and spatial layout of the different cameras carsbd for pruning the set of candidate matches.

Several approaches have been proposed where invariaatigigs based on the global appearance of an individual
are compared. R a color histogram of the region below the face (found by a fitector) serves as the signature for
comparison. Sé8 for a related approach using clothing color descriptorsceRely, the brightness transfer functions be-
tween different cameras have been used to track individwalismultiple non-overlapping camerdis®? It has been shown
that the brightness transfer functions lie in a low-dimenal subspace, and can be learned using a set of corresgondin
calibration object§? Reidenti cation is then achieved by comparing the adjustaldr histograms.

In contrast to the global appearance based methods prévidissussed, recent advances in object recognition have
demonstrated that comparing multiple local signaturesheaeffective in exploiting spatial relationships and acinig
some robustness with respect to variations in appeaf@rfeThe key to this methodology is the ability to establish
correspondences between objects. Two approaches thaiaessful in this regard are interest point operéfdizand
model tting.%®

There are two aspects to the person reidenti cation probleinst, one needs to establish correspondences, i.et; dete
mine which parts of one image should be compared to whicls pathe second image. Second, one needs to generate
invariant signatures for comparing the correspondingspaltf’ it is shown that dealing with this two issues leads to
improved person reidenti cation, also because the appearaariation due to articulation is inherently addressed.

7.1. Interest Operator and Model Fitting Reidenti cation

In this section we give an overview &f,where two person reidenti cation approaches are presenfad rst one uses
interest operators, whereas the other one exploits motied),tfor establishing spatial correspondences betwedixidu-
als.

The rst approach has to deal with the problem that the respsrof many interest point operators will not persist
over extended periods of time due to the dynamic nature ofifiearance of a perséh. This issue is addressed by
using an operator that generates a large number of responsagions with high information content, thus increasing
the probability of establishing true correspondences betwmages of the same individual. The Hessian af ne invéria
operatof® is used for this purpose. Signature matching is used to lestatorrespondences between two sets of interest
points. A match score is computed based on the cardinaliyeofnal set of correspondences.

In contrast to the interest point operator approach whicteges a large number of potential correspondences, model
based algorithms establish a mapping from one individuahtather. 18" a decomposable triangulated grépfis used
to model the articulated shape of a person. A dynamic-progriag algorithm is used to t the model to the image of the
persorf® 7° Model tting localizes different body parts such as armssty legs and head, thus facilitating the comparison
of appearance and structure between corresponding botdy par

We now describe how the invariant signatures for comparifigrdnt regions are generated by combining color and
structural information. The color information is captutgdhistograms based on hue and saturation. Some invariance t
differences in ambient illumination is achieved via norixation. Unlike most rigid objects, the structural appeaeaof
loose tting or wrinkled clothing on perambulating indiwidls is highly dynamic. Hence, the application of a tradiio
edge operatdt will produce many spurious edges corresponding to wrinktesfolds in clothing. To address this issue, a
spatio-temporal segmentation algorithm that generatemsadgel information is applied to the imagery. The wsited
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Figure 5. Person reidenti cation. The left and right groups show the top ten matches to six query imageg th&rmodel-based
algorithm. The query image is shown in the left column, and the remainilugnes are the top matches ordered from left to right. A
box is used to highlight when a match corresponds to query. Third ratedeft group shows an example where the correct match is
not present in the top ten matches.

= ED|

algorithm is used to generate an over-segmentation of eantef A spatio-temporal graph is then generated by treating
each region as a node and placing edges between spatiallgrapdrally adjacent regions. A graph partitioning aldorit
that models each cluster as a minimum spanning tree is tleehtagenerate salient edgels corresponding to the boasdari
of each type of clothing. Finally, the region signaturesthen augmented with local histograms of these salient edgel
Figure 7.1 shows some matching results for the model-bggewach.

8. FACE SHAPE MODELING AND SUPER-RESOLUTION

For many real-world law enforcement surveillance appidre, automatic face recognition at a signi cant standidtahce

is highly desirable. Certainly, in the type of compreheasiutomatic surveillance system we are considering here, it
would be bene cial to determine the real identity of trackedividuals, and to compare them against a given watch:list
However, the performance of existing face recognitioneyst is often inadequate at surveillance distances, pifimari
due to the low-resolution of the subject probe imagfe$his section describes methods that we have developed tp app
multi-frame image super-resolution to video of faces toriowe the accuracy and extend the range of commercial face
recognition systems. In our initial work in this area, we éahown that even combining multiple facial images through
registered averaging followed by restoration with a Wielter can improve the performance of face recognition from
low-resolution vided?

Image super-resolution is the process of using multiplegiesaor video frames of the same object or scene to estimate
one image of superior resolutidfr.”® Quality improvement can come from noise reduction througgraging, deblurring,
and de-aliasing. The image formation process, including faotion, camera Point Spread Function (PSF), and sampling
is modeled for each frame. Finding the super-resolved intfagfas consistent with each of the input video frames is then
a matter of solving a constrained optimization problem.

A prerequisite to super-resolution is accurate image tegien. In general it is best to use a registration formatat
that can accurately model the actual frame-to-frame motith no additional freedom. With this in mind we use an Aetiv
Appearance Modé?8% (AAM) for face registration. The AAM is designed speci cglfor the shape and appearance of
the face. Previous work in face super-resolution has ustdabpow for registration®! or shift-only registratior¥? Optical

ow can certainly model facial motion, but it is computatalty complex and its generality brings the risk of overitj.
Other face super-resolution results by B&kere quite impressive, but much of power of this approach soimen the
prior model of facial appearance. This brings the risk ofuzahating, i.e., reconstructing visible facial featunes justi ed
by the actual data.

An important feature of our overall approach is the facesspenethods used for frame registration, and the data-
driven methods used for super-resolution, to avoid recocsihg features not justi ed by the data. Since our intehde
application is forensic analysis, we must be careful to ntbduce additional information through aggressive usa of
prior model of facial appearance during super-resolutimegssing. In the remainder of this section, we will go intaren
detail on the face registration and super-resolution m®esd show some example results.



Figure 6. Face shape tting. Faces from 8 consecutive video frames and the tted AAM shape motiet appearance part of the
model is not shown.

8.1. Active Appearance Model

An Active Appearance Model applied to faces is a two-stagéehof both facial shape and appearance designed to t
the faces of different persons at different orientationbe Shape model describes the distribution of the locatidras o
set of landmark points. The 33 feature points used in thiswan be seen as the triangle vertices in the tting example
of Figure 6. The shape model is trained using a set of aboutird@ges from the Notre Dame Biometrics database
Collection D**84 on which the feature point locations were found manuallyndple Components Analysis (PCA) and
training data are used to reduce the dimensionality of tApeispace while capturing the major modes of variation acros
the training set population.

The AAM shape model includes a mean face shape that is thagesef all face shapes in the training set and a set of
eigenvectors. The mean face shape is the canonical shape asell as the frame of reference for the AAM appearance
model. Each training set image is warped to this frame ofeefee, so that all faces are normalized as if they had the same
shape. With shape variation now removed, the variation peapance of the faces is modeled in this second stage, again
using PCA to select a set of appearance eigenvectors fongiorality reduction.

The complete trained AAM can produce face images that vamjimaously over appearance and shape. For our frame-
to-frame registration purposes, the AAM is tto a new facetagppears in a video frame. This is accomplished by solving
for the face shape and appearance parameters (eigen-eme$such that the model-generated face matches therface i
the video frame using the Simultaneous Inverse Compositi(8iC) algorithmt® Figure 6 shows an example of AAM
tting results for video frames. The AAM used in this wéfkhas two signi cant additional features: it is multi-restin
so the AAM appearance model resolution is kept close to theaheideo frame resolution; and the model is iteratively
re ned during training, signi cantly reducing tting timeand making tting more robust to initialization.

The AAM provides the registration needed to align the facgesxthe video frames. The landmark positions are the
vertices of 49 triangles over the face as seen in Figure 6. ré&gistration of the face between any two frames is then
a piecewise af ne transformation, with an af ne transfottina for each triangle de ned by the corresponding triangle
vertices.

8.2. Multi-Frame Super-Resolution

To super-resolve faces, we adapt the robust method of Feirsi® which models the image formation process and does
not rely on a facial image prior, thus avoiding hallucinat?® As is typically done for super-resolution methods, we will
describe the algorithm using standard notation from lirsdgebra, assuming each image has all of its pixel values in a
vector. In the actual implementation, the solution proéessarried out with more practical operations on 2D pixehgst.

The super-resolution process uses an image formation meld¢éihg each of the input frames to an unknown super-
resolved image, which has about twice the pixel resolutfdh@input frames. The image formation process accounts for
the face motion using the AAM, camera blur, and detector $iagnpThis model maps the unknown super-resolved image
to generate images that match each of the input images. Teedice between any input image and the corresponding



(a) Original Video Frame (b) Wiener Filter (c) Super-Resolution

Figure 7. Super-resolution. Example original video frames (a), Wiener Iter results (b), and supsplution results (c) with enlarged
views of the left eye. Only the facial region is enhanced in (c); the backgl is taken from a single input frame. The Wiener lter
results in (b) show considerable ampli cation of interlacing artifacts.

generated image indicates how consistent the super-szbotvage is with that image. A steepest descent optimization
then nds the super-resolved image that is simultaneoushsistent with all of the input images.

When the observed video is color, super-resolution prorgssiapplied to the luminance component only. The initial
image is converted to the NTSC color space (YIQ), and thedamie (Y) component is computed for all input frames.
The super-resolved luminance result is combined with theraimnance components from the initial image. In practice, w
have found this to yield good results, without color distorf and feel it is justi ed considering the eye's limitednsitivity
to resolution in the chrominance components.

To solve for the super-resolution image, it is rst set to aitial image generated by warping and averaging each
frame. Then, as is done&hfor ordinary non-facial images, a steepest descent seaioly the analytic gradient of the
cost function with a xed number of iterations is used. Ortg face region is registered by the AAM, so the background
region of the reconstructed image has no data constraimse 8 is initialized to a reasonable starting point, trasises no
problems. After optimization, the background region idaepd by blending the super-resolved face with the backgtou
from a single input frame. Figure 7 shows example superhreddaces from a PTZ surveillance video camera.

9. DETERMINATION OF INTENT

Every day, hundreds of thousands of people pass througbrasecurity checkpoints, border crossing stations, oerth
security checks. Through countless interactions, sgcprifessionals must ferret out high-risk individuals wepnresent



a danger to other citizens. During each interaction, thargggrofessional must decide whether the individual igge
forthright or deceptive. This task is dif cult because o&thimits of human vigilance and perception and the small per-
centage of individuals who actually have hostile intentciBity personnel cannot halt the ow of people and material
to extensively gauge the truthfulness of every interagttmnhomeland protection would greatly bene t from automati
techniques to identify deception and ill intent.

An ideal homeland protection system should be able to détattent as early as possible in order to enable proactive
action by security professionals. This means that we sheedtt approaches that are effective in unconstrained g&ttin
require no subject cooperation, and work at a standoff igtawhich is a tall order. On the other hand, one could think
of integrating several capabilities, and determine therinbf a person by fusing the information coming from a pool
of sensors/subsystems. For instance, millimeter waveosefsve been developed to detect person-borne weapons, or
explosives’’ and other sensors have been developed to detect chemiolalgibal, and radiological/nuclear weapons.
Among all the sensors, if there was one that could analyz¢eth@oral variation of the emotional status of individuals,
one would be able to tell whether the analyzed subject isptiee and therefore dangerous.

The classical approach to deception detection is achiéwveddh the temporal analysis of vital signs acquired duaing
confrontation session. This is the polygraph test, whiahsaat performing a micro behavior analysis of the subjedtast
the main disadvantage of being an invasive technique, andrieg a controlled environment. The former disadvantage
could be removed if it was possible to acquire the vital sigith a wireless sensor. It turns out that this is possible by
means of a thermal camera, and in Section 9.1 we are goingstoibe this promising approach.

Automated ill intent detection can also be achieved by mefawariety of potential behavioral indicators of deceptio
For example, it has been shown that the analysis of micro-embany facial expressions can reveal emotions, and in
particular deceptiof® Although this is a non-invasive technique which requiresss Iconstrained environment, it is not
the most exible in that it requires the analysis of unobsted, high-quality video of the face. Rather then examimnirigro
behavior, from video it is easier to analyze macro behawhbich also requires less subject cooperation. For instdnce
analyzing the video of the interview of a criminal suspectfmvement patterns, and comparing it to known deceptive and
truthful subjects, one could potentially gain insight itih@ honesty of the person. We are going to articulate moratabo
this approach in Section 9.2.

9.1. Thermal Imaging for Deception Detection

It has been shown by Pavlidfsthat the analysis of thermal video of the face of an individallows extraction of a
physiological signature directly associated with hiséteess levels. This physiological response could be ceresitpart

of the “ ght or ight” syndrome triggered by the autonomic n@®us system, whereby blood redistributes peripherally
towards musculoskeletal tissue. Experimentation has dstraied that during stress produced by startle stimutiérlab,
subjects exhibited elevated blood perfusion in the orbitascle area (called periorbital region), which resultelddalized
elevated temperature. Such a heat signature can be captueetighly sensitive thermal imaging system and analyzed
using pattern recognition methods. Based on this principvlidis has developed an imaging system for quantifying
stress during polygraph examinations. A comparison beivikis and the traditional polygraph techniques, performed
by the Department of Defense Polygraph Institute, has tateyaled that the accuracy of the two modalities is equintale
(around 80%).

Recent developments by Pavlidis have shown that throughigbeof sophisticated computer vision algorithms, it is
possible to maintain good performance while releasing nuditlye environmental assumptions previously applied. More
precisely, the improved system takes advantage of an deduaaker to detect, follow and extract the periorbitaioegf
the face of the individual under examination. This impotfeature allows the subject to move naturally, provided bea
stays in front of the thermal camera. Also, an ad-hoc desigegmentation algorithm allows to extract the right subpar
of the periorbital region that is then used to compute thetlaésignature. The main advantage of this technique istthat
is non-invasive, and coupled with sophisticated computor and pattern recognition algorithms, holds the prenois
performing ill intent detection at a distance in uncongdlkscenarios.

Figure 8 shows the thermal pattern change in the periorkégibn of two subjects undergoing a sustained stress
test, where the subjects were asked to compute a series tocitns. The temperature increase is consistently leisib
regardless of the subject, and is caused by the positiveéegrtanf super cial blood perfusion, that in the periorbitalyion
is very noticeable due to the high concentration of supat blood vessels.



Figure 8. Thermal patterns. The left and right groups of thermal images show the facial thernttdnos of two subjects performing a
sustained stress test. For each group the left image was taken befting ke test, whereas the right image was taken towards the end
of the test. The rectangle highlights the periorbital region. The imagesageréred by the ATHEMOS systetfi.

9.2. Movements and Behavioral Patterns

In®! the authors describe a behavioral approach to deceptiectoet, which is appealing because it can be used unob-
trusively without the cooperation of the subject. The idetoiextract a set of features from head and hands movements
in video, and infer deception or truthfulness from them. I'Basystem could potentially have great impact in augmenting
human abilities to assess credibility.

This approach, which is based on the automatic analysisstfigeefrom video, is motivated by the fact that researchers
have found that deceivers, in an attempt to retain cretjilzitid de ect suspicion, express patterns of atypical biema&¥ It
has been observed that deceivers often suppress the nastates that accompany interaction and appear over-dleatro
Moreover, when they do move, the movement tends to be abfupthful subjects, on the other hand, maintain more
smooth and congruent presentations. The discrepanciegdethe signatures of features extracted from movement on
video can be quite tellind:

Similarly to gesture analysis, gaze and gait ana¥ysisuld be used to augment the behavioral pattern description
From the computer vision point of view, the most dif cult grlem would be to extract particular con gurations of gaze
direction, gait, and gesture. In order to extract all thisimation in a robust manner, an articulated person moddbco
be ttoimage measurements, similar to what has been destiibSection 7 to extract person descriptors. The temporal
variation of such model would then enable the extractionroppr signatures that could subsequently be analyzed using
pattern recognition techniqués.

10. CONCLUSIONS

The previous sections are evidence of the progress thatdeasrbade in the eld of intelligent video. However, from a
homeland protection point of view, signi cant adoption bete technologies has yet to occur. The question that must be
addressed is how and when will truly intelligent surveilarsystems arrive? Some predict that intelligent video saitin

be reduced to a commaodity technology, with algorithms sischeason detection and face recognition directly embedded
on many surveillance cameras and that this will be the triggeded for wide scale acceptance of intelligent videomFro

a network bandwidth and cost perspective, embedding iaiogrta very attractive option. However these capabilities

just tools and in isolation may not have the power neededdeesd the complex demands of homeland protection.

For homeland protection, and for many other domains, its&rdble to be able to easily deploy intelligent video sysem
that do not require adaptation to speci c sites or scenafiddgs approach may be successful for a number of constrained
applications, however we assert that it is still too early doiversal adoption of this strategy. A major challengeois t
achieve a state where algorithms degrade gracefully andbtibatome overwhelmed by circumstances not anticipated
by system developers. Systems must be able to capitalizehahagn be done and compensate for what can't be done.
This requires a comprehensive evolutionary system of systpproach which can adapt to challenging, unanticipated s
conditions and ever changing user needs. In this paper wedwimed a number of intelligent video sub-systems that we
believe will contribute to the foundation of such a system.
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